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I. Introduction
- Background - SPV
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REACTOR PROTECTION
AND SAFEGUARDS
ACTUATION OUTPUTS

REACTOR 
PROTECTION

REACTOR TRIP OUTPUT

SPV

SPV (Single Point Vulnerability) : 
A components whose failure will directly cause 
unwanted reactor trip or Turbine Trip in NPP.
SPVs are continuously being removed to 
enhance the reliability of NPP. But, SSPS have 
still more than 80 SPVs.
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I. Introduction
- SPV example of the current Protection System

BP(Bistable Processor)

Determine the channel trip state 
by comparing the processor 
variable measurement with 
predefined limits

CP(Coincidence 
Processor)

Determine the 
reactor trip state by 
voting logic based 
on four pairs of 
channel trip inputs 
(ex : 2-out-of-4)



CCF
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Large Display Panel
Identical (or similar) components

Same or causally related digital faults 
in multiple units and systems

CCF (Common Cause Failure) : 
Failure, that is the result of one or more events, 
causing concurrent failures of two or more 
separate channels in a multiple channel system, 
leading to system failure

Reference : EPRI Computer-Based Training Modules 

I. Introduction
- Background - CCF
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I. Introduction
- CCF example of the current Protection System
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Surveillance Test for Analog Protection System 

1) 7300 Bistable Logic Test

2) SSPS Input Relay Test

3) SSPS Coincidence Logic Test 
(semiautomatic test panel)

4) Master/Slave Relay Test

5) ESFAS Signal Test 
(Safeguard Test Cabinet)

6) RTB Test

7) Bypass Test

Difficult

 It should be split into several 

tests for full test coverage

Limited

 It is impossible to test entire 

Protection System in 

operation at the same time

Time-consuming

 Test of Analog Protection 

System is complicated and 

needs much time

I. Introduction
- Surveillance Test
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MG-SET

II. Existing Analog Protection System
- Vulnerable to SPV and Testability
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III. Protection System with Diversity 
- Countermeasure for SPV and CCF
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CRDM

FLC based 
Protection System

PLC based 
Protection System

POSAFE-Q PLCDoosan FPGA

III. Protection System with Diversity 
- Countermeasure for SPV and CCF
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III. Protection System with Diversity 
- Countermeasure for CCF Issues

Different Platform of PPS will resolve the CCF Issues without DPS

 As is – Class 1E Protection System and Non-Class 1E DPS

 To be – Class 1E independent Protection System using different platform

 Independent protection scheme designs using different controller platforms 
can mitigate ATWS by CCF

Doosan FPGADoosan FPGATrain A Train B POSAFE-Q PLCPOSAFE-Q PLC Train A Train B
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Different Platform of PPS will resolve the CCF Issues (Rx Power 100%)

III. Protection System with Diversity 
- Countermeasure for CCF Issues
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Case Study #1 SPV of FLC based Protection System

 Single Failure of FLC does not make unwanted 

reactor trip

IV. Test Results of Protection System using Code Simulator
- Countermeasure for CCF Issues
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Case Study #2 CCF of PLC based Protection System

 CCF of PLC does not make unwanted reactor trip

IV. Test Results of Protection system using Code Simulator
- Countermeasure for CCF Issues
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Case Study #3 Combined PLC CCF & FLC SPV at Protection System

 Single Failure of FLC and CCF of PLC does not 

make unwanted reactor trip

IV. Test Results of Protection system using Code Simulator
- Countermeasure for CCF Issues
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Case Study #4 Mitigate ATWS Under PLC CCF + FLC SPV

 Single Failure of FLC and CCF of PLC does not 

affect the safety function (wanted reactor trip)

IV. Test Results of Protection system using Code Simulator
- Countermeasure for CCF Issues
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Surveillance Test for Doosan Protection System
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V. Surveillance Test
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Surveillance Test for Doosan Protection System
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Surveillance Test for Doosan Protection System
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Surveillance Test for Doosan Protection System
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V. Surveillance Test
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Surveillance Test for Doosan Protection System
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V. Surveillance Test



FLC FLC FLC FLC

FLC FLC

NO

Train A1
(TCB A)

BF-1

BP-1

PW1

AF-1

AP-1

NO

BF-2

BP-2

Train B2
(TCB B)

Train B1
(Bypass B)

AF-2

AP-2

PW2

Train A2
(Bypass A)

NO

NO

NC

CP Train A

NC

PW4

CP Train B

CP Train A

CP Train B

NO

NO

NO

PW4 PW3

PW2

MG2MG1

AF-1 AF-2 BF-1 BF-2

NO

NO

NO

NO

NO

PLC PLC PLC PLC

PLC PLC
AP-2 BP-1 BP-2AP-1

BP
Channel I

BP
Channel II

BP
Channel III

BP
Channel IV

BP
Channel I

BP
Channel II

BP
Channel III

BP
Channel IV

CP
Train A

CP
Train B

CP
Train A

CP
Train B

22

Surveillance Test for Doosan Protection System

FLC based 
Protection System

PLC based 
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Outputs of PLCs
are bypassed

(IN OPERATION)

(UNDER TEST)

(Reactor Operation)

V. Surveillance Test
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Surveillance Test for Doosan Protection System

FLC based 
Protection System

Outputs of PLCs
are bypassed

(Reactor Trip)

PLC based 
Protection System

(UNDER TEST)

(IN OPERATION)
 Doosan Protection System supports Surveillance Tests with full coverage

(You can test both 7300 and SSPS at the same time)

 The Surveillance Tests could be performed through the actual signal path

 It is very simple, easy, time-saving and powerful solution

 FLC and PLC based Protection Systems are fully independent

 One of Protection Systems(FLC or PLC) could be bypassed, and you can perform 

various types of tests including auto test

V. Surveillance Test
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As is : Old-designed system To be : New designed system
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CCF
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“ZERO” SPV, CCF 

And Full On-line Test

Meet the strengthened regulatory guidance

 Enhance the safety and reliability of plant

Off-line Partial test

FPGA Way is to enhance the Safety and Reliability of NPP

VI. Conclusion
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