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PLC – Modules configuration

482.6 x 281.35 x 294mm
(19 inch Standard)

(HR-SDN)
(HR-SDL)

 Processor Module 
 Single Processor Module
 Redundant Processor Module

 Communication Module 
 HR-SDL Module 
 Trip signals between channels for 

RPS
 HR-SDN Module
 Safety control signals for ESF-CCS

 I/O Module 
 Digital Input
 Digital Output
 Special Module 

 Engineering Tool (pSET)
 Support function block and C 

language for user function block
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PLC - Overall Design Process
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PLC – S/W Design Process

 Design According to S/W Design Plan and Procedure
 USNRC Reg. Guide 1.173
 IEEE Std. 1074

 Development Apply to Structural development method   
 Formal method based SRS/SDS (State Chart, SDL) 

 Verification According to S/W V&V Plan and procedure  
 USNRC Reg. Guide 1.172
 IEEE Std. 1012 
 Independent reviewer 

 Independent review team in KAERI and V&V specialty company : All S/W
 iSTec : RTOS, HR-SDL S/W

 Test According to Test Plan and Procedure  
 Component test 
 Integration test
 System test
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PLC  – Test Process

 Test Plan
 Test Procedure
 Test Report

 V&V Report

V&V Team

Developing TeamComponent
Test

Integration
Test

System
Test

EQ
Test

3rd Party 
Acceptance

Test

Operability 
Test
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PLC  – Component Test

 Purpose 
: H/W & S/W component function/performance Test 

 Test Items 
 Hardware component

 Unit H/W modules  
 Timer
 Amplifier circuit
 Watchdog timer circuit
 A/D and D/A convert circuit
 Loopback circuits
 LED circuits, etc.  

 Software component 
 Unit S/W subroutine (sub-functions)

 Black box Test : External check of the subroutine 
 White box Test : Internal check of the subroutine

- H/W Component
- S/W Component 



8

PLC – Integration Test

 Purpose
: Integrated performance test for H/W & S/W components

 Test Items  
 H/W Integration Test  

 Integrated test for unit H/W
 S/W Integration Test 

 Integrated test for unit S/W
 H/W and S/W Integration Test

 Integrated test for H/W and S/W 
 Integration with Processor Module 

 Integrated test with processor module

- H/W + S/W Component
- Integration with Processor
Module
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PLC – System Test

 Purpose
: Performance test for safety   

system platform
 Test Items 

 Response time test
 I/O capabilities test
 Memory capacity and data retention 

capability test  
 HR-SDL performance test
 Error Handling capability test 
 Max. power supply capability test 
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V&V Activities for PLC application – flow chart
Concept Requirement Design Implementation Test

Requirement Design Implementation Test Integrated test

Rev. Rev.Rev.
Int.

V&V V&V
V&V V&V V&V

( UT )   ( SIT )   MT )   
&

V&V
Report

V&V
Report

V&V
ReportV&V

Repeat(bi-directional V&V)

When verification is successful, go to the next step.

Output at the end of each life cycle phase.

D
esign

V&
V
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V&V Activities for PLC application – Code Review
Concept Requirement Design Implementation Test

Code Scroll, a source code analysis tool, is applied to prevent human 
errors and improve efficiency in the review process.

A screen showing which 
lines in the source code 
have potential errors
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V&V Activities for PLC application – V&V Test
Concept Requirement Design Implementation Test

SIT 
Object

UT 
Object

MT 
Object

MT

UT

SIT

Definition and purposeTest Scope

• System application S/W
◎ MT : Software Module Test

◎ UT : Software Unit Test

◎ SIT : Software Integration Test

◎ V&V : Verification and Validation

IST:  DHIC (total system test)

• Tests to ensure that the Software 
Functional Module meets the 
Software Design Specification 
(SDD).

• Test to ensure that the integrated 
software Functional Module (S / W 
Unit) meets the Software 
Requirements (SRD).

• Test to confirm that the software 
installed in the unit system meets 
the software requirements (SRS).

• S/W Functional 
Module(Detailed module 
for each function 
constituting S / W Unit)

• S/W Unit
(S/W unit mounted on 
each controller)
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V&V Activities for PLC application – ESF-CCS IST
Concept Requirement Design Implementation Test

MMIS-IST (I)

[Power Test] [Cabinet status indication test] [I/O accuracy test]

[Abnormal Test]

[Functional test][Performance test]
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V&V Activities for PLC application – Full scope Integrated Test
Concept Requirement Design Implementation Test

Valve Fan C.BC.B

QIAS-P QIAS-N IPS

PPS ESF-CCS P-CCS PCS
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FLC(FPGA Logic Controller) – Modules configuration
 Data bus architecture for 4 independent multi-processing in one subrack
 2 redundant power bus 
 Processor Module 
 Communication Module

 Safety Data Link 
 Information Network 

 I/O Modules
 Analog I/O Modules
 Digital I/O Modules

 482.6 x 281.35 x 294mm  (19 inch Standardization)
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FLC - Overall system diagnostics
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FLC- Development Life cycle
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Codes

Regulatory
Guide

Industrial
Code & Std.

IEC 61513-2011
(General req.)

NUREG/CR-6463-1996 
EPRI TR-106439-1996

(Digital COTS evaluation) 

10 CFR 50 App. A (GDCs)

Planning

830-1998
(Req. spec.)
[EME 3200] 

1016-2009 
(Design Spec.)

1016.1-1993 
(Design spec. gl)

Design(Coding)

1008-1987(R2002)
(Unit test)

[EME 3500] 

V&V 

577-2012
(Reliability anal.)

[ENB 4200]

982.1&2-1988  (SW 
Measures) 

1044-2009  
(Anomalies class)

Etc.
RG 1.169 - 2013

(CMP) RG 1.168-2013 (V&V, audit)
RG 1.170-2013 (Test docum.)

RG 1.171 -2013(Unit test) 

Req. spec.
RG 1.172 - 2013

(Req. spec.)

EPRI TR-107330-1996
(GRS for Safety PLC) 

983-1986 
(QA plan guideline)

IEEE 603 (Safety sys.)-1998
RG 1.153-1996

RG 1.173-2013
(Development of 

LCP)

LCP

10CFR 50.55a(h) (Safety sys. criteria) 10 CFR 50 App. B (QA)

1059-1993 
(V&V guideline) 

829-2008  
(Test docum.)

[EME 3600] 

RG 1.28-2010 (QA)
Installation

IEC 60880-2006 
(Safety S/W)     

ANSI/IEEE 7-4.3.2-2003
RG 1.152-2011

Standard Review Plan – NUREG-0800 (Ch. 7 & BTP-14)

NUREG/CR-6101-1993

NUREG/CR-6421-1995

352-1987(R1999)
(Reliability anal.)

[ENB 4100]

1046-1991
(Application guide)

1042-1987 
(CM guideline)

[EME 3310] 

1074-2006
(Life cycle
Process)

[EME 3400]

1012-2004
(V&V)

[EME 3100]

1058-1998
(Manag. plan)

828-2005
(CM plan)

[EME 3300]

1228-1994
(Safety plan)
[EME 3800]

730-2002
(QA plan)

[EME 3900]

1219-1998  
(Maintenance) 

1061-1998 
(Quality  
metrics) 

1540-2001 
(Risk 

management) 

IEEE

KEPIC

1028-2008
(Review&Audit)

[EME 3700]

IEC

NUREG/CR-6430-1996

Guidance

IEC 62566-2012 
(Development of HDL)

FLC- Code & Standard

17
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FLC - Overall process

System
Testing

Timing Simulation 

Test BenchesTest BenchesTest Benches
Test Benches

Integration
Testing

HDL Programs

Checklist-based Review 
and Fagan Inspection  

Requirement Design Implementation System 
Integration

System
Validation



Static Timing Analysis
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V&V Activities for an FPGA – Review, CT

SRS/SDS/Code Review

Functional
Characteristics Functionality

Accuracy
Timing

Security
Safety

Robustness

Reliability

Style

Completeness
Consistency

Unambiguity
Verifiability

Traceability

Correctness
Process

Characteristics

Concept Requirement Design Implementati
on Test

RTL

Gate-level 
Netlist

Post (layout) 
netlist Post Layout Simulation

Test benchFPGA Design

Coding

Synthesis

Place&Route

Load FPGA

CT(Component Test)

RTL Simulation

Gate-level Simulation
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 Integration test is performed using hardware signal triggering and monitoring
 Test criteria : Logic requirement coverage 
 Test environment : Jig board and signal jumpers for monitoring 

◄ Test Environment for 
I/O Module Integration 
Test

The Execution for I/O     
► Module Integration Test

Logic Analyzer

Input/Outpu
t

Serial Bus

P2_TEST
FAM*

Signal MeasurementFAM-01

`

FAM-01

RS485

Measurement for 
Voltage and Current

Source and 
Measurement 

for Voltage and 
Current

FPGA General Processor Module
(Test Stub)

JIG Board

Log Board

RS485

Concept Requirement Design Implementation Test

V&V Activities for an FPGA - Integration Test

20* FAM(self-developed FPGA Adapter Module)



22

V&V Activities for an FPGA - System Test

System Test
Functional Test
Performance Test
Interface Test
Real-time Test
Fault Injection Test
Scenario based Test

Concept Requirement Design Implementation Test

 System is validated by hardware-in-the-loop test
 Test criteria : system requirement coverage 
 Test environment: Hardware-in-the-loop simulation environment 
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FLC(FPGA Logic Controller) Application
 Reducing the CCF by using different platforms(PLC+FLC) for the protection system



Lifecycle comparison - Platform

Plan Docs.
(design tea
m)

Software 
Lifecycle

Design

V&V

V&V’s 
Code &

Standard

 NRC Branch Technical Position 7-14 
 IEEE Std. 1012
 IEC 62566, NUREG/CR-7006

Concept Requirement Design Implementation Test

Plan Docs.
(V&V team)

SRS

SRS
Review

Traceability 
& Safety
Analysis

SDS

SDS
Review

Traceability 
& Safety
Analysis

Source 
Code
(HDL)

Load 
FPGA

Integration

Testing

Traceability & Safety Analysis

Integration
Test

System
Test

Traceability & 
Safety Analysis

Synthesis
P&R

FPGA

FPGA

Source 
Code(C 
language)

Compile &
Link Loading to 

PCB

CPU

Code Review Component 
TestFormal Verification

(*Statemate TM)

CPU

* Formal verification method by Statemate™ had been only used in initial R&D stage when developing PLC’s operating system.

CPU
FPGA

Code Review Component 
TestSimulation

P&R Analysis (STA)
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Lifecycle comparison - Application

Plan Docs.
(design 
team)

Software 
Lifecycle

Design

V&V

V&V’s 
Code &

Standard

 NRC Branch Technical Position 7-14 
 IEEE Std. 1012
 IEC 62566, NUREG/CR-7006

Concept Requirement Design Implementation Test

Plan Docs.
(V&V team)

SRS

SRS
Review

Traceability 
& Safety
Analysis

SDS

SDS
Review

Traceability 
& Safety
Analysis

Integration

Testing

Traceability & Safety Analysis

Integration
Test

System
Test

Traceability & 
Safety AnalysisFPGA

Source 
Code(FBD, C 
language)

Compile &
Link Loading to 

PCB

CPU

Code Review Component 
TestFormal Verification

(*CodeScrollTM)

CPU

* Formal verification method by CodeScrollTM is being used in program written in C language.

CPU
FPGA

Code Review Component 
TestSimulation

P&R Analysis (STA)

Source 
Code
(HDL)

Load 
FPGA

Synthesis
P&R

FPGA
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Lifecycle comparison – IEEE 1012 vs IEC 62566

25

IEEE 1012-2014 IEC 62566-2012

Life cycle model  This corresponds to the life-cycle defined in IEEE 1074-2006.  This corresponds to the life-cycle defined in IEC 61513-2011, IEC 60880-2006.

Concept  Current phase specifies the V & V activities, required inputs 
and outputs.
 Requirements assignment analysis (correctness, accuracy, 

completeness)
 Traceability analysis and risk analysis 

 Current phase specifies the following requirements.
 V & V plan shall be established by an independent verification team from the design 

team.

Requirement  Current phase specifies the V & V activities, required inputs 
and outputs.
 Software requirements assessment, interface analysis(correctness, 

consistency, completeness, accuracy and testability)
 Traceability analysis(correctness, consistency, completeness and 

completeness)
 Risk analysis and prepare test plan

 Current phase specifies the following requirements.
 The requirements must be documented and verifiable so that the FPGA's electrical 

characteristics (frequency, fan-out and power-on profile), functional characteristics, 
deterministic characteristics, fault detection and fault tolerance characteristics must be 
created.

 Completeness and consistency of the requirements shall be reviewed.

Design & 
Implementation

 Current phase specifies the V & V activities, required inputs 
and outputs..
 Software specification evaluation, source code evaluation and 

interface analysis(correctness, consistency, completeness, accuracy, 
testability)

 Traceability analysis(correctness, consistency, completeness)
 Risk analysis 
 Prepare test procedures.
 Perform the test.

 Current phase specifies the following requirements.
 HDL coding recommendations shall be developed so that there is no difference in 

behavior between functional simulation and post-synthesis simulation.
 You should use a synchronous circuit.
 Consider electrical characteristics of IC when power on / off
 After P & R, it is necessary to confirm that simulation is identical to RTL simulation 

by cycle-by cycle.
 Static timing analysis shall be performed.
 A test bench test shall be performed to simulate the required logical state.
 The test shall establish test coverage criteria.
 You shall review the completeness of the HDL specification(sensitivity list of process 

statement, completeness of case statement, etc.) through static verification activities.

System Integration  Current phase specifies the V & V activities, required inputs 
and outputs.
 Prepare test procedures.
 Perform the test.
 Traceability analysis(correctness, completeness)
 Risk analysis

 Current phase specifies the following requirements.
 System integration procedure shall be established.
 It shall include the interface and basic operating features of the FPGA as well as 

protocol, timing, and electrical characteristics.

System Validation  Current phase specifies the following requirements.
 System validation procedure shall be established.
 System validation test is to verify that the FPGA can perform the required Category 

A functions through dynamic and static input signal.



Feedback from Experience on CPU and FPGA - Regulator’s perspective

CPU FPGA
Application field  FPGAs and CPUs do not compete with each 

other. When you implement the system, you 
choose to use one suitable for FPGA or CPU 
according to the purpose of the system.

 CPUs are suitable for complex and logic-rich 
systems, while FPGAs are suitable for sequential 
logic.

 Many logic (functions) that the FPGA can not 
accommodate easily can be implemented in CPU. 

 FPGAs are concurrent (parallel) driven and suitable for timing-
sensitive logic(However it needs careful analysis for complex 
logics)

 Because the logic is simple, verification is relatively easy 
because it does not use the operating system in the area 
where the function can be implemented by the FPGA.

 Applicable as means to satisfy diversity of CPU (considering 
SW CCF).

 Cyber security does not have much advantage over CPU.

Review
Focus(Effort)

 Checking the compatibility of CPU operating 
system

 In case of CPU, I&C vendor trusts the timing of 
the logic circuit in the CPU because it is 
guaranteed in the proposed environmental 
conditions (voltage / temperature, etc.).

 The timing of the logic circuit must be checked.
 Since the FPGA is developed directly to implement the logic 

circuit inside the FPGA, the timing satisfaction must be 
confirmed through simulation and testing.

Regulatory laws 
and standards

 The requirements of IEEE 7-4.3.2, NUREG 0800 
(SRP) BTP 7-14 apply basically as they are 
reviewed from a software development standpoint.

 FPGAs are essentially hardware. However, the requirements 
of IEEE 7-4.3.2 and NUREG 0800 (SRP) BTP 7-14 are 
applied basically because they are regulated in terms of 
software development in that they use development 
languages and software tools.

 Some of the requirements of IEC 62566 apply (No US NRC 
regulatory guidelines for hardware characteristics of FPGAs).

Licensee Effort  CPUs and FPGAs implement logic in a 
fundamentally different way and thus have 
different verification methods (verification Effort).

 Licensing of which is easier than other can not be 
found. 

 Reduce the burden on operating system verification (even if 
FPGAs are added with timing verification)
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Feedback from Experience on CPU and FPGA- Designer’s perspective

CPU FPGA
Platform 
development

 Platform vendor should develop CPU operating system(OS) 
and application programming tool.

 Platform vendor does not need OS and development 
tools.

Application
program 
development

 Platform vendor provides an application programming tool 
that supports industrial standard languages such as FBD 
(Function Block Diagram) (Platform vendor also performs 
verification of development tools directly)

 Program developers utilize graphical programming tools 
(pSet) to place Effort on the consistency of logic 
implementations.

 The program developer trusts the conversion process 
(Compile, Link) inside the programming tool. For example, 
compiler is dedicated or tested by platform vendor.

 The program developer puts effort into the 
conversion process (synthesis and placement, 
timing, and physical characteristics of the FPGA) 
within the FPGA chip as well as the consistency of 
the logic specification.

 Compile Synthesis and system routing software are 
trusted.

Timing 
characteristic

 Application response depends on scan time (input, logic 
execution, repetition cycle of output processing) and 
deterministic characteristic margin (load ratio) of OS. The 
deterministic characteristic of the platform depends largely 
on the determinism of the OS.

 The response of the application depends on the 
timing characteristics between the scan time (input, 
logic execution, repetition period of the output 
processing) and the logic circuit determined after the 
physical placement of the FPGA chip.

Application
program Size-up

 Program size extension is determined by application 
program scan time adjustment in a range that does not 
exceed the maximum value of the program load ratio 
(platform determinism) and the input / output number does 
not affect the load rate.

• Whether to extend the program depends on the 
physical resources and performance within the 
FPGA chip.
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Feedback from Experience on CPU and FPGA- V&V perspective(1)

CPU FPGA
V & V Type (quantity) 
and difficulty of the 
document.

 The type and quantity of 
documents are similar.

 The type and quantity of documents are similar.
• FPGA V&V is more difficult.
 In FPGA, it is difficult to distinguish between HW side and SW side in 

document specification.

V & V difficulty (Cost) at 
application S / W 
development

 FPGAs are more difficult.
 For FPGA HDL logic, IEC 62566 and NUREG / CR-7006 require more 

equality testing between HDL, Synthesis, and P & R outputs, so more cost 
input is required.

 In case of FPGA, test preparation and test execution by manual work such 
as writing test bench is relatively large.

 On board testing (testing after integrating FPGA into PCB circuit) requires 
expensive equipment such as Logic Analyzer, Oscilloscope, and Signal 
Generator, and it requires a lot of work to control / manipulate each device.
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Feedback from Experience on CPU and FPGA- V&V perspective(2)

CPU FPGA
Coding error  Many errors are found in the CPU, but 

not because of the fundamental 
difference, but because of the large size 
and high logical complexity of the CPU 
type software.

 Errors are also related to the level of design / developer, so it is 
difficult to distinguish between the two.

 Experience has shown that FPGAs are challenging to test, but not at 
the level of statistical conclusions that more errors are found.

Calculation function  In FPGA, functional verification has to be verified several times 
through Simulation Test and On board testing.

Timing  Unlike CPU, the result of FPGA is hardware of logic circuit, so there 
is no big difference between Simulation operation and real time 
operation.

 It is important to verify the behavior of the processes running in 
parallel.

 On-board testing requires testing the FPGA pin-to-pin response time.

Accuracy  There is no difference between the two.

Availability  There is no difference between the two.  FPGA is a little bit easier to evaluate(FPGA has more hardware 
feature)

Robustness, Fault 
tolerance

 Both can be validated by Code 
Inspection, Exception Tests, and Tests 
that generate errors.

 In the case of code inspection, if the HDL code of the FPGA is 
complex, it is difficult to analyze and a lot of workload is required.
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Conclusion

30

 Under current experience and development environment, FPGA system is not 
understood as a competitor to CPU system but a cooperator, more important than a 
complementary system for diversity.

- For simple logic applications, FPGA system can be more effectively used for safety function.
- For complex logic applications, well verified CPU system is more effective for safety function.
- Harmonized use of FPGA and CPU system can improve safety of NPP by almost perfect 
diversification.

 In the future, whether FPGA system can replace CPU system or not is not easily 
predictable.

 To develop a new IEEE code for FPGA in a short time looks not effective and can lead 
to a new complexity. Current best idea is the same as what has been done, proving total 
equivalence IEC 62566 and IEEE 1012 for specific FPGA applications as shown in the 
presentation practice.
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