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O Overview

Background : Initiative

°© QA/SCM

© SA/COTS

0 V&V of SRS, SDS and Imp

© Independent Testing(CT, IT and ST)
O Lic. Compliance Check

© Conclusion



O Needed for 100% Coverage Test for Safety—critical Software

O Manual Test
— Not Cost Effective
— Too much longer time

O Needed Exhaustive Testing : Full PATH Testing if possible



o STEP(2~64) vs DT(01~99)
- 2ms/STEP

o PUSH/Rotation
- o Max/Min

| 4~20mAdc

0~10Vdc

,_E;'_I [Voltage : 0.1ms]
S 1= o] [Current : 1.0000V~5.00V (250 Ohm))

2LUEE PC

Current : 6CH, Voltage : 2CH

(Automatic Signal Generator)
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® Design : ANR, Testing : TER

@ V-Model Iteration and Re-Verification

CTR/ITR, STR : Reporting for Dev.
Prj :Anomaly Report(ANR), Test
Exception Report (TER)

(Test Case Generation/SW-SW, SW-HW,
System, Target . Error Injection, Load
Balancing / Burning Test =>
Confirmation of Independent Verifier

Completion of FLC V&V
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® Independent Multi-operation Processing

e Maximum : quadruple operation can be processed.

»  Four groups of serial bus applied

® Sub Rack

E Size : 19Inch 6U, 21 slot

P Fan less heat dissipation structure (natural air-cooled type

e Two independent external power sources

P Front : Front Insertion/Removal System

E Rear : I/0 terminal Connector
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1. Plan
Doc
- SMP
- SDP
- SQAP
- SVVP
- SCMP

2. SSP
3. CDP
4. Cyber
Security

Evaluation of SQA Level (10/18)

Development Team Organization

(V&V Target)

(SRS, SDS, Code

ManualS)

Design Output

Test plan, case, result,

SW Dev. Procedure
SW Management Plan

COTS Dedi) or (Tool QA EV

(Prior to use)

PDS(COTS+Inhouse
CDP

SW Development Tool
[Secure Environment]  _

Under PHYSICAL/LOGICA

CYBER SECURITY PROT

Evaluation of Con ity

Direct COT|S
Indirect COTS




o 10CFR50 Appendix B " Establishment

— ASME/NQA—1-2008, Agenda—2009 . OfQA System___
— (KEPIC—2011 Appendix Full Revisi
QAP/QA Proc. “
. Education and Training / St f

QA Plan
Execution_____J§

« Working according to QAP
- Mg't of Design Doc
Preparing/Review/Approval

» CAR Issue anc

« Mg’'t of NCR
(From ANR Issue to Closing)

* QA Education and Training

Implementation
Audit

* QA Rec. Review
* QA Audit/QA Inspection

o
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- Safety and Reliability against CCF
- Licensing Suitability
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Distribution List

The example of baseline list
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O Methods

- COTS SW Dedication CH&} (by NP-5652/TR-106439 + KINS/RG- - Special Purpose Testing : Method 1
17.12) - Commercial Grade Survey : Method 2
- Direct SW . Product Development Record

Source Verification : Method 3
Operating Experience Data : Method 4

- Indirect SW : Ex) Compiler, Environment Toolset

o NUREG/CR-6421 : Too Strict . Correctness
o EPRI-NP-5652 : HW . Performance
o EPRI-TR-106439 : HW+SW . Software Qualities

In case of COTS Software : Applicable to Method 2 & Method 4

‘ SRS and SDS ’

Equivalence Checking

‘ by CVEC

RTL Design .’ IIIIIIIIIIIII é;;ﬁ-s;pé::
(Verilogor VHDL) | . : Synplify Pro :

o logic e
w.. Synthesis O .
......... b o A
SO .. PrecisigNehi
 Desin L RTL G
(Netlist) P

. Equivalence Checking

’ by FormalPro

‘ Layout

l Microsemi Libero SoC 11.5
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Approaching
Safety Analysis Plan
Safety Analysis Guideline
Deviation : DFLC-N Characteristics
Experiences from Past Projects
Tracking of V&V Test Results
Follow-Up

Deviation

HW Initialization Fail

Memory Initialization Fail

Parameter Setup Missing

Initialization Fail for I/O Updating

Malfunction of FPGA

Stuck at all zeros of ROM/RAM

Memory partition assignment fail

WODT Error

Deviation

Execution Error for Functional Spec

Fail for Reset and Clock Generation Function

Violation of Trigger Condition for Reset and Clock Generation

Termination Violation of Reset and Clock Generation

Fail for Operating Voltage Monitoring

Violation of Trigger Condition for Operating Voltage Monitoring

Termination Violation of for Operating Voltage Monitoring

Fail of Memory Setup and Diagnostics

Violation of Trigger Condition for Memory Setup and Diagnostics

Termination Violation of Memory Setup and Diagnostics

Fail of Inter-Module Data Interface

Violation of Trigger Condition for Inter-Module Data Interface

Termination Violation of for Inter-Module Data Interface

Fail of Data Diagnostics

Violation of Trigger Condition for Data Diagnostics

Violation of Termination Condition for Data Diagnostics
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Deviation

Recommendatiopn

Execution Error for Functional Spec

Confirmation with V&V of Testing

Phase

Fail for Operating Voltage Monitoring

Violation of Trigger Condition for Operating
Voltage Monitoring

Termination Violation of for Operating
Voltage Monitoring

Fail of Memory Setup and Diagnostics

Violation of Trigger Condition for Memory
Setup and Diagnostics

Termination Violation of Memory Setup and
Diagnostics

Fail of Inter-Module Data Interface

Violation of Trigger Condition for Inter-
Module Data Interface

Violation of Trigger Condition for Inter-
Module Data Interface

Fail of Data Diagnostics

Violation of Trigger Condition for Data
Diagnostics

Violation of Termination Condition for Data
Diagnostics
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1. V&V Method and Criteria )

V&YV Activities for SRS
— IEEE Std 1012 + IEC 62566

— NUREG 0800 Chapter 7/BTP-14
* Functional and Process Characteristics

Relationship of IEC 62566 and IEEE 1012

IEC 62566 Phase IEEE Std 1012-2004 Comments
- Traceability
6.6.1 - SRS Evaluation : Correctness, Completeness, Accuracy, Testability
- Interface Analysis : Correctness, Consistency
- Traceability
6.6.2 SRS - SRS Evaluation
- Interface Analysis
6.6.3 - SRS Evaluation : Consistency, Completeness,
o - Interface Analysis : Consistency, Completeness
6.6.4 - IEEE Std 1012 Appendix C V&V Independence Technical, Manageable
- Traceability
941 a) - Design Evaluation : Completeness, Consistency
- Interface Analysis : Completeness, Consistency
- Design Evaluation : Readability, Testability
24l [9) 22 - Interface Analysis : Testability
- Traceability
941 ¢ - Design Evaluation : Correctness, Consistency, Completeness
- Interface Analysis : Correctness, Consistency, Completeness

15



2. SRS V&V Report Revision Report

The Results of SRS V&V
— SRS V&VH 11 A Rev.0 : Several ANR Issues

— SRS V&VH 11X Rev.1l : Additional ANR Issues

— Finally Closing for ANR

The Example of Progress Status on SRS V&V Report

Design Document V&YV Report
Doc. Number REVISION Doc. Number REVISION
NTIP-FLC-SRS201 Rev.02 NTIP-FLC-RVR501 Rev.01
NTIP-FLC-SRS202 Rev.02 NTIP-FLC-RVR502 Rev.01
NTIP-FLC-SRS203 Rev.02 NTIP-FLC-RVR503 Rev.01
NTIP-FLC-SRS204 Rev.02 NTIP-FLC-RVR504 Rev.01
NTIP-FLC-SRS205 Rev.02 NTIP-FLC-RVR505 Rev.01
NTIP-FLC-SRS206 Rev.02 NTIP-FLC-RVR506 Rev.01
NTIP-FLC-SRS207 Rev.02 NTIP-FLC-RVR507 Rev.01
NTIP-FLC-SRS208 Rev.01 NTIP-FLC-RVR508 Rev.01
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1. V&V Method and Criteria )

« SRS Criteria Compiling

IEEE Std. 1012 based Quality Attributes Measurement between Source Code and

Implementation Specification
NUREG 0800 Chapter 7/BTP-14 Acceptable Criteria

 Licensing Suitability.
NUREG/CR-7006") 7|Code Inspection based on Coding Guideline
IEEE Std 1012 Quality Attributes

NUREG/CR-7006 Quality Attributes

Traceability Analysis

Source code and source
code documentation
evaluation

Interface Analysis

Quality attributes

Correctness

Correctness

Correctness

Reliability

Consistency

Consistency

Consistency

Completeness

Completeness

Completeness

Robustness

Traceability

Maintainability I

Accuracy Accuracy
Readability Testability
Testability

1) FAM-01NUREG CR-7006 : Review Guidelines for Field-Programmable Gate Arrays in Nuclear Power Plant Safety Systems
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Implement
Design

<R

a

Place & Route

Synthesis

Bitstream

Load FPGA

) Module Name Signal Name Expecied Output | Actual Output Pass/Fail TER No. Remark
1 clfdio!_top DGEN 1 | Wbass/aFail
2 Clfdi0]_top DIAGSCK 0 0 Whass/oFail
3 01 _top DIAGLCK 0 0 rasslaFail
Implement 1 clfdion top DIAGSDO 0 0 Wpass/akail T
Testbench 5 Q01 top STEN 0 0 " ApassoFail
6 cIfdi0l_top SRXD i 1 Wpass/oFail
l 1 clfdiol_top LED_RUNP 0 0 WPass/aFail
TER-001-
8 cIfdi0l_top LED_RUNN 0 1 aPass/bail NTIP-FLC-
CTRS0S Revl
9 cIfdiol_top LED_FLTP 0 0 WoassinFail
10 clfdibl_top LED_FLTN 0 0 WPass/cFail
1 CIfdi01_top LED STOP 0 0 Wpass/crail
12 clidiol_top LED. $TON 0 0 WassicFail
Match ? @ stimulus
o or
@ Mismatch ? @ actual

@ expected

18



FGPM?
(A& Stub)

JIG Board

FAM-01YV

Hardwired Hardwired
Hardwired ‘
Lo Bard N Logic Analyzer Power Supplier

Supplying power for JIG
e Test Data Input from P2_Test Software and JIG Board

a Test Execution under Test Conditions with Test Data

e Monitoring through JIG Board and Logic Analyzer
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RS485

GPM
(Test Stub)

FAM-01

FAM

Voltage/Curren
Supply and
Measurement

-3
Fluke 755

Logic Analyzer

JIG Board

A% - 3

Real Target Boards> Integration Test
Environment

<« Test
Execution
Flow

QA Audit DEMO

20



—  HIMLGYIraliun 16oUa1- 7

Test Feature: Receiving from Initial Diagnostics Result(Data Frame)

- Check for Receiving from Initial Diagnostics Result(Data Frame) and it's Display status LED.

Test Case: Initial Diagnostics Result Check and LED Check

1) Test Input 2) Expected Value
N Name Value Description No Name ST Description
0 Output
1 BUS_ID 0 Selection of Bus 1 Slot ID 1f Slot ID
5| SET_USEC | o rr | Activation for Channel 2 RUN LED Green LED Color (Normal Operation)
H
LED_RUNP ; .
3 SET_OP_DIA OxFF | Activation for Diagnostics 3 _RU 0 RUN LED Operation Control (Normal: 0,
G 4 LED RUNN 1 Process Voltage Error : 1)
3) Test Output (Logic Analysis)
Expected Actual .
Name Output Output Pass/Fail
Slot ID 1f 1f Pass
LED_RUNP 0 1 Fail
LED_RUNN 1 0 Fail

21



oller ~C7C [

G Physical
) Recorders FLC
Stimulator Eram:’i% Fgraplai%
ecor ecor
[ \ RUN FLT

(12Channel) (80Channel)
| DO | ' e ——————— - STO ST1
:,{ FDI-01 |Digital |= Channel
| DI | . L Input DIO~DI31

FDO-01 |Digital | channel
Output| poo-~p0o31

AO - FAI-01 [Analog |- Channel
24 Input AIO~AI7
FAIZ02 — Channel
Al ; Analog AO0~AO7
FAO-01 Output
FAO-02
FDL-01 m 4fors
Input
FNW-01 Output
_____ RUN FLT

_________________ \{ FPM-02 J STO ST1

Switching Test

Functional Test
Sending/Receiving
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System Tost
DEMO

Target FLC

G|

Status Monitoring
Screen

1. I/O Stimulator Platform Qualification

- Y=aX Linear Function, 10,000 test case, Full Scale

3. Pre-Qualification by Manual
- Fluke 754
- 1st REC, 2nd REC

4. Scenario based Input/Output Automatic Test

o FAI-> Internal Bus->FPMO01-> FDL-> FAO
o FDI-> Internal Bus->FPMO01-> FDL-> FDO
o FAI-> Internal Bus->FPMO01-> FDL-> FDO (cross)
o FDI->Internal Bus-> FPMO1-> FDL-> FAO
* (Triangle : 0-Rising-Falling-0 : 10,000 Test Case, 200ms, 01.%)

1st REC
2nd REC

5. Test Result and Analysis 23




system Test 1or rLG

Ta rget FLC>

Automatic Signal Generator Test Result

— Manual Test — Pass/Fail ﬁ
ma
ey

— Automatic Test by initiating Manual— Real—time Perfor




AUtO

External Measurement

Internal Measurement :
Pass/Fail Decision by timing parameter

FPM-02 i
FPM-01
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Static’ Analysis of Test Resul

PrerN—AW, UL pre

S e N s = - - . e

- -

< FPM-01
FAl—>FDL—>FDO, (FDI-> FDL-> FDO) FDI-> FDL—> FDO { 1

Q—INdd

FDI-> FDL—> FAO FAI-> FDL-> FAO

AlI(FAI-> FDL-> FDO,FDI-> FDL-> FDO, F
FAI-> FDL-> FAO)
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© QA/SQA/SCM

o COTS Dedication/Tool
Quaity Evaluation

o SA
o SVV : Independent Testing

Automatic Testing!!!
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o Sensors |
- Press
- Level
- Temp
. RTD

, Bimeta

- Relay _

\_

6oudslc luster

v

IoT+AI

Producing Verification Data
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