Panel Discussion on V&V and Testing in the FPGA Development
Process

Vladimir Sklyar, Technical Director

8th International Workshop on the Application of FPGAs in NPPs
13-16 October 2015, Shanghai, China
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Safety Life Cycle of FPGA-based Application (IEC 62566)
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V&V techniques

— Documents Review

— Failure and Mode Effect Analysis (FMEA)
— Static Code Analysis and Code Review
— HDL Code Functional Testing

— Logic Level Simulation, Timing Simulation and Static Timing
Analysis (for FPGA Electronic Design)

— Reports Review of Synthesis, Place and Route, Bitstream
Generation (for FPGA Electronic Design)

— Fault Insertion Testing (FIT) for the platform level
— |ntegration Testing, Validation Testing
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Static Code Analysis and Code Review

Tools

Aldec ALINT
Mentor Graphics HDL Designer

TrigProc:
process (R, S) is-- Violation, asynchronous combination logic
begin

if R = ‘1’ then

Q <= 10'";
elsif S = ‘1’ then

Q <= 1'1";
end if;

end process TrigProc;
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File Edit Wiew Linting Tools Window Help

2 0dFF £ B9 24D 3 rE
| alint. avdb |_J __3 TxBuffer.vhd @ |

- %9& !3 33 iy }d, Ao T

48 end if;
2
50 - if(i = 0)then
o1 - InitVal (0} := to unsigned(257,cD"length);
52 —— end if:
53 end loop;
54 return (InitVal);
55 end InitRamFunc;
S8
5 signal RRM : RAM TYPE := InitRamFunc:
58 begin
59 process (clkWr)is
60 begin
61 if (clkWr'event)and (clkWr = '"1')then
62 iffyr = ! '}t’ﬁn
63 3 Ram (Lo integer (onsigned (addrWr))) <= "00"gunsigned (i0) ;I
64 end 1I;
65 end if;
66 end process;
68 process (clkRd) is
63 begin
T0 if (clkRd'event)and (clkRd = '1')then
71 ol <= std logic vector (Ram (to_integer (unsigned (addrRd)))):
o2 end if;
73 end process;
a5 process (elkWr) is
76 constant RepTmp : RAM TYPE := InitRamFunc;
b i variable tmp,tl,t2 : integer:
Te variable iDataCRC : unn=signed (15 downto 0);
_'Ell wvariable RegCRCm : umsioned (15 downto 0):
Ll [
77 ¥] & @] = Default Console Documents Palicy
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Functional Testing of RTL

Tools 5
Vendor Name
Aldec Active-HDL, Riviera- 3 1;3’
PRO E
Mentor ModelSim, Questa g
Graphics
Cadence Incisive Enterprise
Simulator/Verifier
Synopsys VCS n Verdi3
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Logic Level Simulation, Timing Simulation

Tools

Al Active-HDL (MY_Demos ,Dema_VHDL) - c:\My_Designs\MY_Demos\Demo_VHDL\src\counter.bde (/UUT/U1) =1
File Edit Search ‘iew Workspace Design Simulation Diagram Tools Window Help T owox
'he same as for F1 B SN AR BT RORES AN RS0 E0 St
QM@ EEERL = REDoLLe-” x
Co1EF 0 LD 5 0 3D ¢ 35 0 4D 45 0 B0 o+ 55« B0+ B85 o+ TD 0+ TS incd |"
= U4 21| | name Description -
oo ian =, CLKE—  (JCLK Dac narzb1 2-Input NOR. Gate with In
- norzb2 2-Input NOR. Gate with In
i RESETE— RESET 0} i)
- o ‘ U2 nor3 3-Input NOR. Gate with Ne
- nor3bl 3-Input NOR. Gate with 1
=5 nor3b2 3-Input NOR Gate with 2
_ nor3b3 3-Input NOR Gate with In
Shisgise - nord 4Input NOR Gate with Nc
- hd nardbl 4Input NOR. Gate with 1
) nardn2 4-Input NOR Gate with 2
= dffr o n
= nor4o3 4-Input NOR Gate with 3
’ oy N ﬂ ‘ j nordb4 4-Input NOR Gate with In
I B m,@ B I UA~+ @w do[—v[—>~ N or2 2-Input OR Gate with Mor
N or2bl 2-Input OR Gate with Inv
£ counter.bde
orzh2 2-Input OR Gate with Inv
- or3 3-Input OR Gate with Mor’
. 5 . N . A } : } - . 7 . N . B } o nen or3bi 3-Input OR Gate with 11r’
j or3b2 3-Input OR Gate with 2 Ir’
or3h3 3-Input OR Gate with Inv
- ST = - or4 “-Input O Gate with Nor
v ordb1 4-Input OR Gate with 117
| ordh2 “Input OR Gate with 2Ir
_ or4b3 4Input OR Gate with 3Ir
ordb4 4-Input OR Gate with Inv
o dantty o xnor2 2-Input XNOR Gate with ! o
B L= »
o
=
K| ol
Arial -|([12 -
L top th.bde
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Static Timing Analysis

r
€13 TimeQuest Timing Analyzer - C:/alters/ED/LM_PL_FC_Build2_19.02.14/LM_PL_FC_Build2_19.02.14/LM_PL_FC - LM_PL FC

IOOIS File View Nefist Constraints Reports Script Tools  Window Help &

Ecpat = { Setup: pll_domain_c_instlaltpll_component|auto_generated |pll1|ck[2] © -

E TimeQuest Timing Analyze 4'—‘

B9 50C File List Command Info Summary of Paths

V n r N m B summary (Setup) Slack From Node To Node -
49 .735

% Summary (Hold) 5 io_modules_comm_blodk:iomcb [data_terx_channel:...|bex_module: barxm Jreceive_sm:iRxFSM|CreCalcEn  io_modules_co
EHU Hold: pl_domain_b._instal 50 5738 io_modules_comm_block:iomch |data_turx_channel:...|bax_module: barxm|receive_sm:iRxFSM|CreCalcEn  io_modules_co
r:f .. ] & - 51 5,743 io_modules_comm_blodk:iomch |[data_turx_channel:...|[bax_module: tarxm receive_sm:iRxFSM|CreCalcEn  io_modules_co
" " . ety pllbogragh i 52 5744 ol 1] rx_module:tersm|transmit_smiTxFsmiComayncReq. i io_modules_co
M ICrose m I S m a rt I I m e 53 5747  io_modules_comm_blo _ DT _ k x iRXFSM|CreCalcEn  io_modules_co
7 n — o a ’ T B
Path #52: Setup slack is 5.744 Path #52: Setup slack is 5.744
X'l' Vl d St t' 1 1 Path Summary | Statistics | DataPath | Waveform | Extra Fitter Informd 8] Path Summary | Statstics | DataPath |4k
ilinx ivado Static Timing
] I b
. Total Incr RF L5
Ana |yS|S & g : iom oo
' (B Open Project... B L |z 4 ope2 -0.062
Launch Clack Launch L
3 Netlist setup 3 0.000 0.000 =
4 0.000 0.000
v P CreateT N
. . . reate fimimng 5 0.000 0.000 RR I
v P Read SDCFile & 0.625 0625 RR  IC
era ” I le UeS ” I "ng ¥ P UpdateTiming N _ 7 2869 2244 RR I
P Reset Design 7| | Lateh Clock J—I—Latc”l 8 4283 7152 RR €
[Z] set Operating Conditiol Ed 283 0.000  RR ¢
= Reports Data Arrival 10 -2.510 1773 RR I
11 -2,281 0.229 RR J
4 i Slack A e -
o BB Report Setup & -
. . . o BB Report Hold 50 Data Required Path
Cadence  TempusTiming Signoff B C —
B Report Remov, L 9.259 9,259
; 2 4 9,111 -0.148
% Report Minimur
H 9.744 ns 3 5.259 0.000 r
Slack -— : . E
Solution D s Pl
4 Ol Datasheet 5 9.253 0000 RR I
% Report Fmax S Data Reguired Xi [ 9,884 0.625 RR. ¢l
ER Report Datash 7 12,072 2188 RR I
Synopsys  PrimeTime Suite Pt s A om
y p y E® Report TCCS 10 5,465 1729 RR I
% ReportRSKM 11 5.688 0.223 RR  C7
] T b - [« [ v
X _j,‘ Info: Report Tim Found 100 setup paths (0 violated). Worst case slack is 0. -
g < 100 0.172
ol -
=
HE W ;
g
S \_console f\_History J
0% 00:00:00 Ready
\
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Example of FIT implementation for
FPGA-based I1&C Platform RadICS

HCTOMHITE TITTAHILA

1. Analysis of the fauilt:

e To define the module

e To define the unit

e To define the symptom

Power Supply
LTC FAULTL.0] [

LTC STATUS[1..0} [

+SN.RP [ )

T A
PowerOffcE_ Lo <!
PowerOHChZ Hi 4|
PowerCffCh: Lo <« |

0, i, B A S
|

: % st
5, 35 Pt

L ‘,ﬂ
b, P TR T

1

RID g Test descriptor Chassis Insertion Module's Auto"d
Test Case Unit detectable symptom config'n required MODE Test
FIT.DOM.01 PS [IOPSVCCINT 1.2VIest| DOM open cet RUN, manual
B ) STARTUP
FIT.DOMIL2 PS5 IOPS 3.3v1 DOM RUN, 1
Iy v lost I open cct STARTUP manua
FIT.DOMIL3 IOPSVOCCA 2.5v lost open cct RUN, manual
- St y P STARTUP
FIT.DOML4 Ps I0.PS 2.5v BANKS lost DOM open cct RUN, manual
- =V BARRS - P STARTUP

N (]
8" WS on FPGA in NPP | October 13-16, 2015 | Shanghai, China @ad Iy



Example of FIT implementation for
FPGA-based 1&C Platform RadICS (continued)

2. Unit circuit analysis:

e To define the element _
of the unit (VCCA 2.5V) Power Supply & Watchdog Unit

the element (VCCA 2.5V e ' -

Lost) A +w Vo2
Chver range ‘_I |

e To define the method of cortrollr
the fault realization in
scheme ?# ¢ I I vout 2

e To define the action on ’_. Vout_1

Pow _off i

R9 D7 ‘
2

' VIN VOouT
] P

C11 C13 Ccq7 GND

—
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Example of FIT implementation for
FPGA-based 1&C Platform RadICS (continued)

3. Requirements to tool for FIT:

FIT Panel

e Making multiple faults at
the same time

* Monitoring the changes

e Representativity

e Ergonomic design

~ ®
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Example of FIT implementation for
FPGA-based 1&C Platform RadICS (continued)

4. Implementation FIT hardware:

 Fault insertion (soldering)

e FIT Panel connection to the
module

s > % 2 »
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Example of FIT implementation for
FPGA-based 1&C Platform RadICS (continued)

Analysis results of module self-diagnostics

10.PS VCCINT 1.2V Lost

e ) [ ]
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39 Injected faults for Logic Module

« Each power supply: loss / high / low
* Clock failure (A,B,C), etc.
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Integration and Validation testing:
DAS on the base of NI PXI controller and LabView

Data Acquisition System

OMS

Monitor
[
e
-—
rpxee-nal
Diagital imput/output
Safety Override
{SOR)
Keys Panel -
- ‘:'"’”:— Connector
2 COAann ==
block
3 channel-

AsUreInent

I'he bridge that converts the cabled PCIE Express link to

the PCI bus that is used in PXI

i!

———PX1-6513 ——!

[

. - N XI-6511
SCB-100 SCB-100

Input Output
connector connector

block block

|
v

Digital inputs

Digital output

SCB-68 ||

NI

120 V AC

l SCB-68
Y

Analog inputs

Analog outputs

24V DC
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Expected issues to discuss:
General approach to organize V&V

— Completeness and adequacy of the used techniques and
tools set

— Requirement management and tracing
— Coverage criteria

— Tests automation approach

— FIT for the FPGA chip

— Best practices

— Experience transfer from non-safety IT industry: focus on
Project Management and Human Factor, agile
methodologies etc.
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Expected issues to discuss:
Formal verification and Static Code Analysis methods

— Any relevant experience

— Models and specification which can be useful

— Model checking approach

— Relevant Static Code Analysis methods

— Tools for Static Code Analysis available at the market
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Thank you for your attention!

Research & Production Corporation Radiy

29, Geroyiv Stalingrada Street, Kirovograd 25006, Ukraine
e-mail: v.sklyar@radiy.com

http://www.radiy.com




