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Scope: Verification of application design
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Model checking
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A short history

* Theory developed in early 1980s
= 1990s: hardware verification
= 2000s: software verification
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Model checking of control logic design

= Model checking does not apply to the evaluation of

sophisticated control loops...
= ...butitis very efficient in the context of safety critical systems!

= Faults can be found in systems that have already undergone

traditional V&V.
= Faults often involve scenarios that are difficult to come up with.
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NPPs in Finland
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VTT customer projects

@ STUK

Olkiluoto 3 (under construction)

= Evaluation of NPP 1&C system designs 2008-2011 Digital I1&C in

= Evaluation of Olkiluoto 3 Protection System 2015 Finnish NPPs

= Evaluation of Olkiluoto 3 PACS 2015 \1 o \
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Challenges: Modelling

OnDelay_1
TON
High_Press I Al Ind12
(a}} am Over_Press
T#30s —————
Enable Alarm_P12
Alarm_Clr
SIOLE
o startoi N\

offrame

\

Allgnrment found
T

Shift < bhts
into register

unaligned bits bits

wles N/ i

Sena out
signai shot

a

04/10/2016 L,

o = ST
@ srmicr e T

File Edit Search View Tools Options Language Buffers Help
|

1 Simantics_sxample.smy *I

' — MODULE LCT(IN1, IN1_FAULT, LIM, LIM_FAULT, HYST, HYST_FAULT)
i VAR
last_wvalue : boolean;
- DEFINE

ouT :=

T case
INI_FAULT | LIM_FAULT | HYST_FAULT : last_value;

(IN1 < LIM): TRUE;
{IN1 > (LIM + HYST)): FALSE;
TRUE: last_wvalue;

esac;

OUT_FAULT := IN1_FAULT | LIM_FAULT | HYST_FAULT;

A ASSIGN
init(last_value) := FALSE;
next(last_value) := OUT;

— MODULE HCT({IN1, IN1_FAULT, LIM, LIM_FAULT, HYST, HYST_FAULT)
= VAR

last_value : boolean;
= DEFINE

ouT :=

o case
INI_FAULT | LIM_FAULT | HYST_FAULT : last_value;

(IN1 3> LIM): TRUE;
(IN1 < {LIM - HYST)): FALSE;
TRUE: last_wvalue;

esac;

OUT_FAULT := IN1_FAULT | LIM_FAULT | HYST_FAULT;

e ASSIGN
init{last_value) := FALSE;
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Challenges: Counterexample visualization

imantics_exa

File Edit Search Wiew Tools Options Language Buffers Help

e
1 Simantics_example.smyv |

elapse: 0.00 seconds, total: 0.00 seconds
-- spacification EF BLOCK_301_
-- spacification G ITANKO1_REFILL_FAULT is falze

-- as demonstrated by the following execution sequence
Trace Description: LTL Counterexample

Trace Type: Counterexample

-= State: 1 e

TANKO1_I 1=0

TAMKOL 1_FAULT = FALSE
TANKO1 2=0

TANKOTL _2_FAULT = FALSE
TANKO1_L 3=0

TANKO1_L_S_3_FAULT = FALSE
MAN_S_RESET = FALSE
MAN_S_RESET_FAULT = TRUE
BLOCK_201_0.LCTO01.last value = FALSE
BLOCK_201_0.LCT002.last_value = FALSE
BLOCK_201_0.LCT003.last_value = FALSE
BLOCK_201_0.HCT001.last_value = FALSE

BLOCK_201_0.HCT003.last_value = FALSE
BLOCK_201_0.TOF001.clock = 10
BLOCK_201_0.TOF001.previousGoodInput = FALSE
BLOCK_201_0.TOF002.clock = 10
BLOCK_201_0.TOFD02.previousGoodInput = FALSE
BLOCK_301_0.PUL0O1.clock = 0
BLOCK_301_0.PULDO1. previousGoodInput = FALSE
BLOCK_301_0.5R0O01.memory = FALSE
BLOCK_301_0.5R002.memory = FALSE
TANKO1_FLUSH_FAULT = TRUE
TAMKO1_FLUSH = FALSE

TAMKO1_REFILL FAULT = TRUE
TAMNKO1_REFILL = FALSE
BLOCK_101_0.LEVEL_3_FAULT = TRUE
BLOCK_101_0.LEVEL_3 =0
BLOCK_101_0.LEVEL_?_FAULT = TRUE
BLOCK_101_0.LEVEL 2 =10
BLOCK_101_O.LEVEL_1_FAULT = TRUE
BLOCK_ 101 _O.LEVEL 1 =10
BLOCK_101_0.LCLO01.0UT_FAULT = TRUE
BLOCK_101_0.LCLOO1.0UT =20
BLOCK_101_0.LCLO02.0UT_FAULT = TRUE
BLOCK_101_0.LCLO02.0UT =0
BLOCK_101_0.LCLO03.OUT_FAULT = TRUE
BLOCK_101_0.LCLO03.0UT =0
BLOCK_201_0.ALARM_HI_FAULT = FALSE
BLOCK_201_0.ALARM_HI = TRUE
BLOCK_201_0.ALARM_LO_FAULT = FALSE
BLOCK_201_0.ALARM_LO = TRUE
BLOCK_201_0.LCTO01.QUT_FAULT = TRUE
BLOCK_201_0.LCT001.0UT = FALSE
BLOCK_201_0.LCTO02.QUT_FAULT = TRUE
BLOCK_201_0.LCT002.0UT = FALSE
BLOCK_201_0.LCTO03.0UT_FAULT = TRUE
BLOCK_201_0.LCT003.0UT = FALSE
BLOCK_201_0.HCTOOL1.QUT_FAULT = TRUE
BLOCK_201_0.HCTOO01.0UT = FALSE
BLOCK_201_0.HCTOO02.0UT_FAULT = TRUE
BLOCK_201_0.HCT002.0UT = FALSE
BLOCK_201_0.HCTO03.QUT_FAULT = TRUE
BLOCK_201_0.HCTO03.0UT = FALSE

< (] ]

0.PULODL.previousGoodInput = TRUE is true

m

BLOCK_301_0.5R002.memory = TRUE
State: 2.4 =<-

-- specification G (IMAN_S
-- specification G (IMAN =
elapse: 0.14 seconds, total: 0.32 seconds
>Exit code: 0

UL}

« '_-F.li-_-!

_FAULT == ITANKOL_REFILL_FAULT) is true
FAULT -= ITANKOL_FLUSH_FAULT) is true

il
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Ysar
Challenges: Requirement formalization

(G 'Alarm) | ('Alarm U (Alarm & F
Shutdown -> (!Shutdown U ( ( Temperature
< 55) & IShutdown & X ( !Shutdown U

Feedback_pump =OFF))))

G ( ( Shutdown & ! (( T4_Level M <230))
)->(G (V15 _Open) | V15 Open

U(T4 Level M<230))))
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» Vendor-specific, proprietary
function block libraries

= Structural, composite models ISt

= Verification with NuSMV 2.6.0 mm
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MODCHK: Counterexample visualization

Ysrr

= 2D animation, with numerical monitors for analogue signals
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VHDL model checking

= VHDL model checking tools have been proposed.

= "Tweaking” (simplification / abstraction) is still needed in the
case of, e.g., timed delays.

= Megahertz scale clock cycle vs. second-scale delays -> large
Integer variables & state space explosion

» Theoretical problems for VHDL finite-state verification:
* Increasingly delayed signal assignment nested in an infinite loop
= Non-halting recursive function with local variables

04/10/2016 13



VHDL model checking —the "hard” way

Simantics_example.

file Edt Search View Tools Options Langusge Buffers Help
1 Simantics_examplesmy ”|

~MODULE LCT(INZ, IN1_FAULT, LIM, LIM_FAULT, HYST, HYST_FAULT) -
- v

s b 4

last_value : boolean;
- DEFME

out
- cas

se
INI_FAULT | LIM_FAULT | HYST_FAULT : last_value;
(INL < LIM): TRUE;
(INL > (LIM + HYST)): FALSE;
TRUE: last_value;

esac; I

OUT_FAULT

INI_FAULT | LIM_FAULT | HYST_FAULT;

- ASSIGN

next(last_value) := OUT;

~ MODULE HCT(IN1, IN1_FAULT, LIM, LIM_FAULT, HYST, HYST_FAULT)
- VAR

last_value : boolean;
- DEFINE F

INL_FAULT | LIM_FAULT | HYST_FAULT : last_value;
(IN1 > LIM): TRUE;

(IN1 < (LIM - HYST)): FALSE;

last_value;

— i B e R INI_FAULT | LIM_FAULT | HYST_FAULT;

ALARM

MANUAL BYPASS

COMMAND
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VHDL model checking with MODCHK

= Encapsulation of VHDL code

= Joint verification of yp and FPGA systems
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Application logic model checking: gp vs. FPGA

Mp model checking

FPGA model checking

FB: Automatic model generation not
possible, if the basic blocks are
proprietary. Abstraction is also often
needed.

FB: Automatic model generation not
possible, if the basic blocks are
proprietary. Abstraction is also often
needed.

VHDL: Automatic model generation not
entirely feasible, e.g., timed delays
have to be scaled.

FB: Graphical tools can be used for
modelling & block-level
counterexample animation.

FB / VHDL: Graphical tools can be
used for modelling & block-level
counterexample animation.

04/10/2016
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VTT customer projects

@ STUK

Olkiluoto 3 (under construction)

= Evaluation of NPP 1&C system designs 2008-2011 Digital I1&C in
= Evaluation of Olkiluoto 3 Protection System 2015 Finnish NPPs

= Evaluation of Olkiluoto 3 PACS 2015

@Fortum

Loviisa 1 & 2 [&C modernization
= Verification of nuclear automation 2009

= Verification of nuclear 1&C in the LARA project 2012-2014
= Verification of nuclear 1&C in the ELSA project 2016

B New-build (FH1)
Hanhikivi

New-build (OL3)

FENNOVOIMA Olkiluoto
Hanhikivi 1 (decision-in-principle) p
= Model checking of functional, architecture-level 1&C 2016 i 35},5, : =

Loviisa
B 1&C renewal (LO1)
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OL3 I&C Architecture

Safety Information and
Control System

Process Information and
Control System

Reactor Control
RCSL Surveillance and
Limitation System

HW Backup

PS Protection System

Safety Automation
System

Process Automation

P,
s System

To other

systems PAC PAC Priority and Actuator

Control

Control Rod Drive
3 Mechanism
]

O O = 0O 3 O ki O % @) [E] | Scrious Accident

Management
actuators

S&d SA sc3 m sc 5C2/5C3 sc3 sc3 SC4/NS  SCA/NS e
Sensors  Sensors sensors CRDM sensors  actuators  sensors actuators sensors actuators

Backup
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Priority and Actuator Control System (PACS)
functions

» Between actuators and main 1&C systems

= Controls:
= Valves (control, isolation, solenoid)
= Motors for various components (e.g. pumps, fans)

= Performs functions:
= Prioritization of actuation requests
= Drive actuation
= Drive monitoring

= Component protection (terminate command to valve if a travel limit
and/or torgue limit switch responds)

04/10/2016 19



Ysar
PACS components

* To introduce diversity, OL3 PACS uses two different modules:
= AV42
= SPLM1-PC11

AREV A

TELEPERM XS

04/10/2016 20



AV42

= Areva NP AV42 Priority Actuation and
Control (PAC) Module

= TwWOo major components:

= Programmable logic device (PLD)
consisting of interconnected logic gate arrays

= ASIC PROFIBUS controller for non-safety-
related functions

UL

» Detailed design specification, using the
ALTERA tool for PLD programming with
predefined function blocks

= Programming tool: ALTERA MAX+plus I

21
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AV42 PLD functions

= Safety-related functions implemented in

the PLD:
= Acquisition and prioritization of safety-related
commands

= Acquisition and processing of the checkback
signals from the actuators

= Command output and command termination
= Qutput of signals to lamps on I1&C panels
= Test logic incl. lamp test

= Application I/O number: 60
= Internal memories, delays

04/10/2016
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SPLM1-PC11

= Logic functions for priority and monitoring
are distributed among two PLD devices.

» a dedicated instance of the SPLM1
programmable logic module of the
TELEPERM XS (TXS) equipment platform

= Detailed design specification using VHDL

04/10/2016 23



SPLM1-PC11 functions

= Safety-related functions implemented in
the PLDs:

= Acquisition and prioritization of safety-related
commands

= Acquisition and processing of the checkback
signals from the actuators

= Command output and command termination
= Qutput of signals to lamps on I1&C panels
= Test logic incl. lamp test

= Application I/O number: ~40
= VHDL code: ~2500 lines
= [nternal memories, delays

04/10/2016
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Verifying AV42

= Model built graphically, using MODCHK
= Model state space: ~ 104 reachable states

= Analysis times: less than a second — some minutes (depending on
property)

e

n

1 I T *
. == o=t .
. o L ] 1 | ~
1 _ina -l i T o
miam : =4y 1 l—— = L
. i ol ! 1 1 T
Anw i | T M | i
3 = I I =i
- — : L]
— m =3
— R U R 3 a) 1
{eeesy l 3 2, et o e i I —— ] | | |
b3 TESSm = - . ! at 2
. . — o - 1 1 1 I T o
R L1 izd :--'-— 1 | H = 3
- oo 1 L §ey =
i m | — =] ] !
E:EE - ¥ 2 ¥t i | j
s =T = G | i
= e —— =1 Bk A il L
— J—- =t : 1o ek m= M)
= j & = i e 1
- - weos omen I
=3 = .. I
] - i
D ; T
—— — i r i i ETETR e 5 P
wo

04/10/2016

25



Verifying PC11

= Model built manually based on VHDL code
= Model state space: ~ 10%° reachable states
* Analysis times: seconds
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Verifying the functionality of PS + AV42 + PC11

(Confidential figure redacted. J

Encapsulated
PC11 function

Encapsulated
AV42 function
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Verification results for the PLDs

* No issues relevant to safety were detected in the PLD
application logics.

= Minor issues (no practical relevance) related to checkback
delays — discrepancy between processing details and simplified
presentation in the manuals

04/10/2016 28



Application logic: Microprocessor vs. FPGA

Microprocessor

FPGA

The application logic is designed using
function blocks, or some other suitable
programming language.

The application logic is designed using
function blocks, or some other suitable
programming language.

It is very easy to design an application
logic that is very complex.

It is very easy to design an application
logic that is very complex.

Most real-world applications are
complex enough to prevent 100%
functional testing.

Most real-world applications are
complex enough to prevent 100%
functional testing.

While requiring some effort, model
checking is a relatively cheap method
given the benefits.

While requiring some effort, model
checking is a relatively cheap method
given the benefits.

04/10/2016
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Conclusions

= Model checking of FPGA designs is feasible in practice.
= EXxpertise is required, but work effort is calculated in days, not weeks.

» The analysis itself is fast and exhaustive, even when verifying systems
that are consist of both microprocessor and FPGA application logic.

= http://www.vitresearch.com/modelchecking

SYSTEM

STSTEM MODEL 4 MODEL CHECKING ¥Es
Does the model
SYSTEM FORMAL satisfy the property? NO COUNTER
PROPERTY PROPERTY EXAMPLE
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