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1. Background

China Nuclear Power Development Plan— 45 existing and under-construction Units, and
17 Units approved for preparatory work

TABLE 8. APPROVED PREPARATORY WORK FOR NNP CONSTRUCTION
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Digital I&C systems are widely applied in new and existing Units.
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1. Background
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1. Background

The characteristic of an item expressed by the
probability that it will perform a required

function under stated conditions for a stated
time.—IEEE 577

The ability of a program to

perform a required function
under stated conditions for a
stated period of time. —IEEE
1633
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1. Background

Agreement between the European Atomic Energy Community and
the Government of the People's Republic of China
for R&D Cooperation in the Peaceful Uses of Nuclear Energy

THE EUROPEAN ATOMIC ENERGY COMMUNITY (EURATOM),
hereinafter referred to as "the Community", on the one part, and

THE GOVERNMENT OF THE PEOFLES REPUBLIC OF CHINA,
hereinafter referred to as "China"

on the other part,

hereinafter referred to as the "Parties”,

DESIRING to further develop a long-term, stable cooperation which may benefit to China, the
Community and its Member States in the peace ful and non-cxplosive uses of nuclear energy on
the basis of mutual benefit and reciprocity;

CONSIDERING the 1985 Agrement on Trade and Economic Cooperation between the

B
E

pean Economic C and the People's Republic of China and noting that there has
also been active cooperation and information exchange in a number of scientific and
technological areas under the Agreement for Scientific and Technological Cooperation
between the European Community and the Government of the People's Republic of China
signed in 1998;

CONSIDERING the importance of science and technology for their ic and social
development and desiring to establish a formal basis for cooperation in scientific and
technological research which will extend and strengthen the conduct of cooperative activities in
the fields of common interest in the peaceful uses of nuclear energy and encourage the
application of the results of such cooperation to their economic and social benefit;

WHERERAS cooperation in the peaceful uses of nuclear energy between the Community and

China should further enhance research in arcas of common interests as well as economic
cooperation;

<" Template 8 Coordination
15t workshop o started
Template 8 \ ,/"'/ accepted by EU .
O.l..-.-'o-.-...--.-.-.-.--.-.-.-..-. " 2009.11
L]
2009.3 2009.4 .._....-Il-nni
'..Il'lIllllIlIll/II/l/! su:r;;::::ltn B Peieal
2nd B # EU / accepted by EU
.-.-.l..-.-.-.l..-.-.*.
% 2010.9
20103 2010.4 cmnnns®®
---l.---lllll--li'
-n.--"""'.-'-.. 20129

2 parallel
projects

RAVONSICS

i d
2rd workshop & CooAsigne
Coordination RAVONSICS
committee granted by

meeting. CAEA

RAVONSICS- Reliability and Verification
and Validation of Nuclear Safety I&C
software
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2. Research Topic

ﬂal. ﬂ SVSIBmS Assessment of
m software reliability
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Operating System

Verification

Operating System  Application Software

Safety justification

Hlant fransient condifion

(-- Jan-Erik Holmberg, VTT)

HE=RzE
SNPTC



2. Research Topic

Assessment of Software Reliability

Multi-layer Hierarchical
Flow Structure
Model(MFM) Model(HSM)

Bayesian
Network




2. Research Topic

Assessment of Software Reliability
--MFM

‘MFM is a goal oriented functional modeling methodology invented
by Professor Morten Lind in 1980s;

*Modeling the system by analyzing the actual mass flow, energy
flow and information flow, that is easy to understand.

Flow Functions I Control Functions Means-end relations : Control relations : Causality
source  transport distribution I steer  regulate produce  maintain mediate | enable I participant
© < ¢ U | T

; ; i tri interlock agent
sink barrier conversion I rip : |
O U |
® @ @ I_ _V__ Y __ _1| destroy suppress producer productl actuate - T T
storage balance separation flow structure : : objective goal
O e &' O . o o
I | |
Graphical symbols of MFM—Lind, Morten
E=xizE

SNPTC



2. Research Topic

Assessment of Software Reliability
--MFM ?
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2. Research Topic

Assessment of Software Reliability
--MFM
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2. Research Topic

Assessment of Software Reliability
-MFM
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ifs1: information flow of controllers for
describing the data collection and
processing, and generating control
signals

ifs2: information flow of computers
for describing the information
management of computers

efs6: energy flow of
computers

Functions are grouped into flow
structures at different levels to realize
goals.

Flow structures are connected
through relations.

By this way, the functions of a digital
control system can be clearly
understood.
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2. Research Topic

Assessment of Software Reliability
--HSM

BHSM is a model of the software structure. The basic idea of HSM 1is from
MFM and Flow Network Model (FNM). Different with FNM, the software

structure is organized at different layers of abstraction which enables an
easy and step-by-step model extension.
BMModeling Elements of HSM

B Unit

B Module

H Relation

B Configuration
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2. Research Topic

Assessment of Software Reliability

--HSM

Module

Relation

.

Equivalence

J

Configuration

serial

Parallel
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2. Research Topic

Assessment of Software Reliability

~-HSM

Module 1
O Code 1 Code 2 - Code 3 - Code 4 >O
Start-1 End-1
Module 2 |
@ 1 Code 31 | cotes2
Start-2 End-2
( 4
Module 3 Module 4
@ C © (>O | code 11
Code 1-1 Code 1-2
Start-3 End-3
Start-4 T codesin End-4

EmizEa
SNPTC



2. Research Topic

Assessment of Software Reliability

--HSM
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2. Research Topic

Assessment of Software Reliability

--HSM

PID Controller

0 186 lines

0 FORTRAN code
om =1.q=09

0 115,212 routes

PID Controller

Cc2

C4

C3

HSM Model

q= 0.9989976 after 5 tests

Failure probability will be 1E-6 after 30

tests.
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2. Research Topic

Assessment of Software Reliability

--Bayesian Network

P(4)=) P(B,)P(A4B))
~ \
/ Conditional Probability

_ - P(A|B,) is gained b
Prior Probability P(B;) A$1ally’1[i)c Hgi]erarchyy
is gained by expert

judgment. Process.
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2. Research Topic

Assessment of Software Reliability
--Bayesian Network
« SW PM evaluation

- SW DDS
- SW PDP
Code analysis

- SW DRS
« SW DRS safety

Organization

,,

" DI&CSR

. test
« SW quality plan

« SW safety plan

SW integration
SW installation
SW maintenance i
SW V&V e



2. Research Topic

Assessment of Software Reliability
--Bayesian Network
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2. Research Topic

Assessment of Software Reliability
--Bayesian Network
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2. Research Topic

Assessment of Software Reliability
--Bayesian Network
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2. Research Topic

Verification
--Formal Verification

In the context of
hardware and software
systems, formal
verification is the act of
proving or disproving
the correctness of
intended algorithms
underlying a system
with respect to a certain
formal specification or
property, using formal
methods of mathematics

| Funct.
Spec

T
Cas

~

Generation tools

N

Formal Functional
Specification

A4

|
Formal Verification

Simulation tools,
Static Analysis tools

Testing tools &
environments

Formal Verification
tools

Excellence of Production

Independent

Confidence Building

EPRI 1022983 Recommended Approaches and Design Criteria
for Application of Field Programmable Gate Arrays in Nuclear
Power Plant I&C Systems
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2. Research Topic

Verification
--Formal Verification

Test

Formal
Verification

Initial state

State Space
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2. Research Topic

Verification
--Formal Verification

{ i

Define interface
constraints

—s [Develop RTL code

},_

for block L

A Define design
¥....st" Properties |
Run Formal
Analysis

No testbench

development required!

Done

»Develop the formal
specification based on
Property Specification
Language;

» Define the property of the
VHDL or Verilog code by
property assertion;

» Run the formal verification
by tool.
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2. Research Topic

Verification
--Formal Verification

Questa Formal Compilation Flow

Assertions/A ssumptions JJ - vlgalvcom Synthesimble ril
OVL/QVL/PSL/SVA $V/Verilog/VHDL

work
libraries

* Verilog Formal Compilation

» viib/vmapiviog

+ gformal —do “...formal compile...”
* VHDL Formal Compilation

« viih/vmap/vcom

+ gformal —do *. . .formal compile...”
* Mixed Formal Compilation

+ vlib/vmap/vlog/vcom

+ gformal —do .. .formal compile...”

gformal —c <do “...\
formal compile ...”

Formal
Model
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2. Research Topic

Verification
--Formal Verification

ﬁ XFunction YFunet ion HFunetion

QDeltaT-top

g

in_multiply o——
in_divide o——
in_add o—
in_subtract o——
in_compare o——

in_left[47:0] o——
in_right[47:0] o——

ALU

—o alu_result valid

o alu_eq

‘ sys_clock o— - oalu It
Structure ALU sys_reset o ——o alu result[47:0]
A Froperies S
j Marme Type |Check |Radius |Clocks
(I F | checkl.a_kultiply_result_chk VA AT i sys_clock
= checkl.a_Multiply_in_chk gV a SV A sys_clock
= checkd.a_hultiply_over_chk S a SY A sys_clock
= checkd.cov_Multiply_in_chk VA ] £ sys_clock
= checkl.cov_Multiply_over_chk  swa SV A e sys_clock
= checkO.cov_Multiply_result_chk  sva SY A e sys_clock
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2. Research Topic

Verification
--Statistical Testing

“Software usually is tested to detect bugs, such that those identified be
removed, and also to demonstrate that the software can perform its intended
functions, possibly for licensing purposes. Different test strategies have been
developed, for example, black-box and white-box testing. However, they are
not designed for quantifying software reliability, that is, the failure probability on
demand, and thus, cannot be used for that purpose [May 1995, Hamlet
1994 Kuball 2004]. The main reason is that the inputs to the software in these
tests are not random samples from the operational profile. Therefore,
separate operationally representative tests must be undertaken. Such testing
performed to support quantifying software reliability, i.e., the probability of
failure on demand, is called statistical testing [IEC 1986].”

(NUREG/CR 7044- DEVELOPMENT OF QUANTITATIVE SOFTWARE
RELIABILITY MODELS FOR DIGITAL PROTECTION SYSTEMS OF
NUCLEAR POWER PLANTS)

EmizEa
SNPTC



2. Research Topic

Verification
--Statistical Testing

Overview of Statistical Testing

smm.,ml :

e Test .
Cases BEI"]G:".I Ofa{:

-- Nguyen Thuy, EDF R&D
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2. Research Topic

Verification
--Safety justification

Safety case: “a documented
body of evidence that
provides a convincing and
valid argument that a
system is adequately safe
for a given application in a
given environment”

oo D

[ Argument ]

va

Evidence

AN

Evidence

Evidence

(-- Sofia Guerra, Adelard)
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2. Research Topic

Verification
--Safety justification

Safety case: “a documented
body of evidence that
provides a convincing and
valid argument that a system
is adequately safe for a
given application in a given
environment”

Approaches

Goal based

Vulnerabilities and !

hazards mitigated wm
Risk informed Rule based

(-- Sofia Guerra, Adelard)
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2. Research Topic

Support
Software PP
Verification
evidence evidence
Practice & Practice &
feedback feedback
Practice &
feedback
Y
[ Case study ]
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HARMONICS

RAVONSICS

3. International Cooperation

No

Participant organisation name Country
VIT Finland
Electricité de France (EDF) France
Institute for Safety Technology (ISTEC) Germany
Adelard LLP/CSR (ADEL) UK
Swedish Radiation Safety Authority (SSM) Sweden
State Nuclear Power Automation System Engineering Corp. China
(SNPTC/SNPAS)
Nuclear and Radiation Safety Center (NRSC) China
Institute for Standardization of Nuclear Industry China
Harbin University of Technology China
China Techenergy Co., Ltd. (CTEC) China
Shanghai Automation Instrumentation Co., Ltd (SAIC) China
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3. International Cooperation

COORDINATION AGREEMENT (with 8 attachments)




3. International Cooperation

® March, 2011, Kick-off meeting in
Shanghai;

® April, 2011, HARMONICS meeting
in Sweden;

® January, 2012, 1t RAVONSICS
meeting in shanghai;

® April, 2012, HARMONICS
workshop in Finland;
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3. International Cooperation

® July, 2012, meeting in Sandiego;
® October, 2012, 2" RAVONSICS meeting in Herbing and Coordination

meeting;
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3. International Cooperation

® December, 2013, 3 RAVONSICS meeting in Shanghai;
® December, 2013, audit meeting from CAEA;
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3. International Cooperation

® April, 2014, HARMONICS workshop;
® July, 2014, EU-China workshop;
®December, 2014, RAVONSICS workshop




3. International Cooperation

® September, 2015, peer review
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4. Conclusion

RAVONSICS is a good start of the software
reliability assessment in China

RAVONSICS is also a good start of deep and

broad international and national cooperation in
China

More effort is required for every topics of
RAVONSICS
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